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1 What Is CAE?

Cloud Application Engine (CAE) is serverless hosting for ultra-fast web and
microservice application deployment. This hosting is low cost and zero
infrastructure O&M. CAE releases applications from source code, software
packages, and image packages quickly and easily, with auto scaling to the second,
all billed pay-per-use, The whole application lifecycle is manageable with
observable metrics.

Component Management and Configuration

Once developed, application components can be hosted on the CAE for:

Complete lifecycle management

e Creation and deployment from source code, software packages (JAR, WAR, or
ZIP), and container images

e Control of the entire process from application component creation to logout-
covering component creation, deployment, start, upgrade, rollback, stop, and
deletion

Automatic component expansion without O&M

e Using VM resources is fine-grained billed to the number of requests.
Application instances scale to user traffic for full cloud hosting of user
applications.

e Underlying laaS simplifies cloud migration since users no longer need to carry
out O&M nor learn about complex underlying resources.

Component Monitoring and Logs

To quickly detect performance bottlenecks and locate causes, the problem (such

as slow page loading or frame freezing) needs to be reproducible. Troubleshooting
examples:

e When a user reports that page loading is slow, is this problem caused by a
network fault, resource loading, or Document Object Model (DOM) parsing?

e Is the slow loading due to province or country where the user is located, or
the user's browser or device?

Issue 01 (2024-07-01) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 1



Cloud Application Engine

Service Overview

1 What Is CAE?

It is

Another example, when a user reports frame freezing, is this problem caused
by a faulty network between the user terminal and the server? Or is the
server or database overloaded?

also difficult to quickly locate root causes in code. CAE addresses these

difficulties by providing:

Multi-dimensional instance monitoring for application components to give
you the real-time running status of online components.

Ul-based log and event search and alarms are provided to rapidly notify you
of issues.
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Advantages

CAE is a product of Huawei's success in cloud transformation and technological
innovation. This one-stop application cloud platform has the following advantages
over traditional platforms:

Table 2-1 Advantages

Application
Lifecycle

Traditional Hosting

CAE Hosting

Environment
preparation

e [nefficient
obtaining of
resources (> 1
day)

e Low resource
utilization (< 30%)

e Self-service and efficient resource
obtaining (in minutes)

e Pay-per-use payment (auto scaling)

Installation
and

e Siloed system

Developers only need to use CAE and
source code software repository for

configuration

e All involved
environments
configured
separately

e Error-prone

e Manual : X
deployment deployment one-click automatic deployment and
updates.
Component e Complex items The configuration file is decoupled

from the environment so that the
independently maintained file is used
together by multiple environments.

Component
upgrade

e Patch installation
e Manual upgrade

e Services
interrupted

rolling upgrades even distribute
services to new and old instances to
avoid interrupting services.

Issue 01 (2024-07-01)
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Application
Lifecycle

Traditional Hosting

CAE Hosting

Component
O&M

e Application
breakdown or
crash

e Slow service
response

e Insufficient system
resources

e Difficult fault
locating

e Real-time graphical display of
monitoring metrics
Monitors CPU usage, running logs,
and key events in real time

e Application performance analysis
Supports application discovery,
dependency, and KPI aggregation.

e Tracing and monitoring
Monitors platform, resources, and
applications while analyzing
microservice traces.

e Microservice governance
Provides SLA metrics for
microservice APIs (throughput,
latency, and success rate) and
ensures continuous services with
monitoring and governance in real
time (response in seconds).
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Typical Scenarios

3.1 Microservice Application Management

Service Scenarios
Usage Scenario

In a traditional single architecture, different service models need a unified
technical solution and technical platform. Each service module cannot be reused,
so any faulty module will cause the entire system to become unavailable. With the
increasing complexity of enterprise services, the traditional monolithic architecture
becomes more and more cumbersome and inflexible. Microservice applications
solve these problems.

Benefits

Microservice-based applications divide a system into several small service
components. Such components communicate with each other through lightweight
protocols and decouple their lifecycle management.

Ever-growing services may encounter unexpected situations such as instantaneous
and large-scale concurrent access, service errors, and intrusion. The microservice
architecture fine-tunes service management and control to support service
requirements.

CAE manages the full lifecycle of serverless applications. Compatible runtime
environments include Java, PHP, Node.js, Docker, and Tomcat, and microservice
applications such as Apache ServiceComb, Spring Cloud, and Dubbo are managed
without intrusion. In addition, CAE improves cloud migration with configuration
management, monitoring and O&M, and service governance.

Advantage
CAE microservice application solution:

e  Supports multiple microservice frameworks, such as ServiceComb, Spring
Cloud, Dubbo, and Service Mesh, and can be directly hosted on the cloud
without changing service code.
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Supports multiple languages, such as Java, Node.js, PHP, and Python.

Provides functions such as service center, configuration center, dashboard, and
dark launch.

Provides complete microservice governance policies, including fault tolerance,
rate limiting, service degradation, circuit breaker, fault injection, and blacklist/
whitelists. Operations are available on the Ul for different service scenarios,
greatly improving the availability of service governance.

Implements mutual discovery between Spring Cloud, ServiceComb, and Java
chassis.

3.2 Web Application Lifecycle Management

Service Scenarios

Usage Scenario

Web applications are in wide use among enterprise service systems, online store
systems, forums, blogs, Wiki systems, and online games. Enterprise IT departments
are responsible for managing their lifecycle with different technical architectures.

Benefits

A unified platform greatly reduces workload, improves efficiency, and quickly
responds to complex and changing service requirements.

Advantage

CAE greatly improves development and O&M so enterprises can focus instead on
service innovation. It has the following advantages:

Deployment with a few clicks using WAR, JAR, or ZIP packages.
One-stop O&M provides upgrade, rollback, log, monitoring, and auto scaling.

Seamless integration with cloud services, such as CSE and RDS, and related
applications.

Issue 01 (2024-07-01)
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Glossary

Regions and AZs

A region and availability zone (AZ) identify the location of a data center. Created
resources have a specific region and AZ.

Regions have their own geographical location and network latency. Public
services, such as Elastic Cloud Server (ECS), Elastic Volume Service (EVS),
Object Storage Service (OBS), Virtual Private Cloud (VPC), Elastic IP (EIP), and
Image Management Service (IMS), are shared in the same region. Regions are
either universal or dedicated: universal region provides universal cloud
services for common domains while a dedicated region provides services of
the same type only or for specific domains.

An AZ contains one or more physical data centers. Each AZ has independent
cooling, fire extinguishing, moisture-proof, and electricity facilities. An AZ's
computing, network, storage, and other resources are logically divided into
multiple clusters. AZs within a region are interconnected by high-speed optical
fibers for building cross-AZ high-availability systems.

Figure 4-1 shows the relationship between regions and AZs. For details about how
to select regions and AZs, see Region and AZ.

Figure 4-1 Regions and AZs

HUAWE CLOUD
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Environment

Environments distinguish service deployment scenarios and means isolation. In
CAE, development, test, pre-production, and production environments are tailored
to requirements. Networks in an environment intercommunicate, while
components and services are managed and deployed within the environment for
easier O&M, production, and rollout.

Application

An application is a service system with functions and consists of one or more
application components.

Application Component

An application component implements a service feature of an application. It is in
the form of code or software package and can be deployed independently.

Component Instance

An instance is the minimum running and deployment unit of a component, and
tends to be used for a single application process.

Serverless

Serverless computing is a model of cloud computing. The cloud provider allocates
machine resources on demand and manages servers on behalf of the customers,
who are not involved in capacity planning, configuration, management,
maintenance, fault tolerance, or scaling of containers, VMs, or physical servers.

Data Redundancy Policy

The two data redundancy policies are multi-AZ storage and single-AZ storage. CAE
only supports authorization and creation of object storage with policy multi-AZ
storage.

e  Multi-AZ storage: Data is stored in multiple AZs in the same region for better
availability. A file system created in multi-AZ mode stores its data in three
different AZs in the same region. This enables data access in case of
unavailability of any single AZ, so the multi-AZ mode is useful for storing data
that must always be available.

e Single-AZ storage: Data is stored in a single AZ, with lower costs.

Issue 01 (2024-07-01) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 8
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Specifications

This topic describes CAE specifications and restrictions.

Supported Regions

Table 5-1 lists the supported regions.

Table 5-1 Supported regions

Region Region ID

AP-Singapore ap-southeast-3

Quota Limits

A quota is the maximum number of resources that you can create. Table 5-2
provides the resource quota limitations.

Table 5-2 Quota

Resource Maximum Modifiable
Quota

Environment in each 1 No

region

Number of components | 50 Yes

in each environment

Number of instances of | 99 No
each component

CPU cores 2 cores per No
instance
Memory 4 GB per instance | No
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To increase components, submit a service ticket.

Component Specifications

Table 5-2 lists memory sizes for each CPU core.

Table 5-3 Component Specifications

CPU (cores) Memory (GiB)
0.5 1
0.5 2
1 1
1 2
1 4
2 2
2 4

More specifications are coming soon.

Bandwidth Limits

Table 5-4 lists bandwidth limits in public network access through EIP

Table 5-4 Bandwidth limits

Access Bandwidth Limit (Mbit/s)
Public network to CAE 20
Application to public network 20

To increase bandwidth limit, submit a service ticket.

Storage

CAE does not support read/write on local disks so mount OBS parallel file systems
instead. For details, see Parallel File System.
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Permissions Management

If you need to grant your enterprise personnel permission to access your CAE
resources, use ldentity and Access Management (IAM). IAM provides identity
authentication, fine-grained permissions management, and access control. IAM
helps you secure access to your Huawei Cloud cloud resources.

With 1AM, you can create IAM users and grant them permission to access only
specific resources. For example, if you want some software developers in your
enterprise to be able to use CAE resources but do not want them to be able to
delete CAE resources or perform any other high-risk operations, you can create
IAM users and grant permission to use CAE resources but not permission to delete
them.

If your Huawei Cloud account does not require individual IAM users for
permissions management, you can skip this section.

IAM is a free service. You only pay for the resources in your account.

For more information about IAM, see the IAM Service Overview.

CAE Permissions

New IAM users do not have any permissions assigned by default. You need to first
add them to one or more groups and then attach policies or roles to these groups.
The users then inherit permissions from the groups and can perform specified
operations on cloud services based on the permissions they have been assigned.

CAE is a project-level service deployed for specific regions. When you set Scope to
Region-specific projects and select the specified projects (for example, cn-east-3)
in the specified regions (for example, CN East-Shanghai1), the users only have
permissions for CAE in the selected projects. If you set Scope to All resources, the
users have permissions for CAE in all region-specific projects. When accessing CAE,
the users need to switch to the authorized region.

You can grant permissions by using roles and policies.

e Roles: IAM's coarse-grained authorization that defines permissions by job
responsibility. This mechanism provides a limited number of service-level roles
for authorization. Different services often depend on other services, so these
dependencies must be considered when assigning roles. Roles are not an ideal
choice for fine-grained authorization and secure access control.

Issue 01 (2024-07-01) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 11
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e Policies: A fine-grained authorization tool that defines permissions required to
perform operations on specific cloud resources under certain conditions. This
mechanism allows for more flexible policy-based authorization, meeting
requirements for secure access control.

Table 6-1 lists all the system-defined permissions for CAE.

Table 6-1 CAE system permissions

Role/Policy | Description Type | Dependent System Service
Name Permissions Dependency
and Scenario
CAE Full Syste | Must be used Full
FullAccess | permissions for | m- together with these permissions for
CAE. define | permissions: CAE.
d ) e OBS Administrator
policy
e AOM FullAccess
e SWR Admin
e BSS Finance
e VPC
ReadOnlyAccess
e ServiceStage
ReadOnlyAccess
e ELB
ReadOnlyAccess
CAE Read-only Syste | Must be used Read-only
ReadOnlyA | permissions for | m- together with these permissions for
ccess CAE. define | permissions: CAE.
d . e ServiceStage
policy ReadOnlyAccess
e LTS
ReadOnlyAccess
e obs:bucket:GetBuc
ketLocation
e obs:bucket:GetBuc
ketStorage
e obs:bucket:GetBuc
ketStoragePolicy
OBS OBS Syste | None Component
Administrat | administrator. m- deployment
or define using OBS
d software
policy package and
cloud storage
authorization
unbinding

Issue 01 (2024-07-01) Copyright © Huawei Cloud Computing Technologies Co., Ltd.
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Role/Policy | Description Type | Dependent System Service
Name Permissions Dependency
and Scenario
AOM Full Syste | None CAE
FullAccess | permissions for | m- environment
AOM. define creation
d
policy
SWR Admin | SWR Syste [ None Component
administrator, m- creation,
who has full define deployment,
permissions for | d role upgrade, and
this service. rollback
DNS DNS Syste | ¢ VPC Administrator | Domain name
Administrat | administrator, m- e Tenant Guest query and
or who has full define configuration.
permissions for | d role This
this service. permission
allows deletion
of VPC
Administrator
and Tenant
Guest roles.
Deleting these
two roles does
not affect
domain name
configuration.
BSS Financial Syste | None Package
Finance administrator m- purchase and
of the Billing define payment
Center, who d role
has full
permissions for
financial
operations.
KMS All permissions | Syste | None Permission to
CMKFullAcc | for KMS keys. m- access the
ess Users with define credential
these d role information in
permissions Cloud Secret

can perform all
the operations
allowed by
policies.

Management
Service (CSMS)
for credential
reference by
CAE
environment
variables
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can perform all
the operations
allowed by

Role/Policy | Description Type | Dependent System Service
Name Permissions Dependency
and Scenario
CSMS Read-only Syste | None Permission to
ReadonlyAc | permissions for | m- access the
cess Cloud Secret define credential
Management d role information in
Service (CSMS) Cloud Secret
in DEW. Users Management
with these Service (CSMS)
permissions for CAE

credential
configuration

policies.

Policies are also customizable beyond permissions listed in Table 6-1 do not meet
your requirements, as shown in Table 6-2.

Table 6-2 Common operations supported by each system policy

configurations

Description CAE ReadOnlyAccess CAE FullAccess
Buy a package X v
Create an environment X v
Query all environments v v
Query environment v v
information

Delete an environment | x v
Create an application v
Query application v v
information

Query all applications v v
Update application X v
information

Delete an application X v
Create a component Vv
Query component v v
information

Query component v v

Issue 01 (2024-07-01)
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Description CAE ReadOnlyAccess CAE FullAccess
Query component events | v Vv
Query all components v v
and instances
View usage data v v
Modify component X v

configurations

Scale, upgrade, roll back, | x v
stop, start, restart, and
edit components

Delete a component X v
Deploy a demo with a X v
few clicks

Enable certificate X v

configuration

View certificate v v
configurations

Modify certificate X Vv
configurations

Disable certificate X v
configuration

Configure a domain X v
name

View a domain name v v
Cancel domain name X v

configuration

Authorize cloud storage | x v
Unbind cloud storage X v
Log in remotely X v

To use a custom fine-grained policy, log in to IAM as the administrator and select
fine-grained permissions of CAE as required. Table 6-3 describes fine-grained
permission dependencies of CAE.
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Table 6-3 Fine-grained permission dependencies of CAE

Permission Name | Descripti | Permission Dependency Scenarios
on (Actions)
cae:environment:c | Create e vpcvpcs.get e Create an
reate an . e vpcvpes:list environment
environm
ent e vpcvpcs:.create * Buy a package
e Enable
vpc:subnets:get o
* VP g certificate
e vpcisubnets:create configuration
e vpc:ports:get e Modify
e vpc:ports:create certfificate
. configurations
e OBS Administrator c fg
e Configure a
e AOM FullAccess domain name
e BSS Finance e Authorize
e SWR Admin cloud storage
cae:environment:li | Query all | e obs:bucket:GetBucketLo | ® Query an
st environm cation environment
ents e obs:bucket:GetBucketSt | e View cloud
orage storage
e obs:bucket:GetBucketSt authorization
oragePolicy
cae:environment:g | Query None e View certificate
et environm configurations
ent ‘ e View a domain
informati name
on
cae:environment:d | Delete e vpc:ports:delete e Delete an
elete an e OBS Administrator environment
environm e Disable
ent certificate

configuration

e Cancel domain
name
configuration

e Unbind cloud
storage
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Permission Name | Descripti | Permission Dependency Scenarios
on (Actions)
cae:application:cre | Create e rds:instance:list e C(reate an
ate an icati | ® rds:databaseUser:list application
applicati
Oﬁp e rds:database:list e Create thet
components
e cse:engine:get p
N e Modify
e cse:engine:list component
e lts:groups:create configurations
e [ts:topics:create e Deploy a demo
o lts*list with a few
clicks
e [tsi*:.get
e OBS Administrator
e SWR Admin
cae:application:ge | Query e rds:instance:list o View
t applicati | ¢ rds:databaseUser:list application
on ds:database:list information
informati | ® rds:database:lis . Vi
iew
on e cse:engine:get component
e cse:engine:list information
e View
component
configuration
cae:application:list | Query all | None e View all
applicati applications
ons e View usage
data
e View all
components
and instances
e View
component
events
cae:application:m | Update e OBS Administrator Component
odify applicati | ¢ SWR Admin operations:
on , e Scaling
informati
on e Upgrade
e Rollback
e Stop
e Start
e Restart
e Modify
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e cae:application:get

Permission Name | Descripti | Permission Dependency Scenarios
on (Actions)
cae:application:del | Delete e lts:groups:delete e Delete an
ete an e lts:topics:delete application
applicati
Oﬁp e OBS Administrator o Delete a
component
e Delete
component
configuration
cae:application:cre | Log in e cae:application:delete Log in remotely
ateConsole remotely | o cae:application:modify
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Relationship with Other Cloud Services

CAE is a one-stop cloud application platform. Its core service functions cover
infrastructure, storage, database, software repository, monitoring and O&M, and
middleware services.

CAE:

e Interconnects with source code repositories, such as CodeArts, GitHub, Gitee,
GitLab, and Bitbucket. After it is bound, you can directly pull up the source
code from source code repositories for building.

e Integrates the software center and archives the built software packages (or
image packages) to the corresponding repositories and organizations.

e Integrates Cloud Service Engine (CSE) to register component instances with
CSE. CSE provides all-scenario capabilities such as service registration,
governance, and configuration management. CSE enables users to quickly
develop microservices and perform high-availability O&M.

e Integrates Rational Database Service (RDS) to store data exchanged between
application components to RDS. RDS is a professional database management
platform for users to easily set up and expand cloud databases.

e  Provides application component monitoring, O&M management, and log
services.

e Interconnects with Object Storage Service (OBS) for specified functions. CAE
enables users to create and query buckets in OBS, and upload, query, and
delete object files in buckets. They also can use CAE to create and query
parallel file systems in OBS.
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Change History

Released Date Description

2024-05-24 This issue is the first official release.
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